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Over the next decade, almost every relevant device will be 

IoT-enabled, so device OEM/ODM or manufacturer are already IoT, 

going IoT, or going away.  “Going IoT” with a cloud provider usually 

requires complicated construction projects that are chock-full of 

hidden risks.  As a result, many companies are suffering from 

delays, cost overruns, and quality issues that 

can delay their IoT and damage their brand and 

earnings.   Ayla offers a development-free 

IoT-as-a-Service Platform so it’s fast and easy 

to launch quality IoT services and remove the 

risks of building your own. 

So, you are going IoT. Are you worried?
You’ve got many reasons to be.  You’ll be taking on a lot of risk.  As you know, IoT 

is complicated and making your IoT solution work seamlessly with full features 

and 100% uptime is expected.  

Assuming you understand your IoT requirements, what is your plan to get it 

done?  And get it done on time and on budget?  We think this paper can help.

The top cloud providers (AWS, Azure, GCP, IBM, Oracle, and SFDC) all offer IoT IaaS 

platforms comprised of building blocks that you stack, and you’ve got IoT!   But 

wait, there are three little caveats – assembly (development), maintenance, and 

support are required – this is where it gets risky.   While the upside is fantastic, the 

risks are real and they bite plenty of companies in the podex which results in 

delays up-to years, cost overruns, and quality issues.   Do you want to sign-up for 

that?

We are not suggesting that the IoT IaaS services offered by the top providers are 

bad or way too problematic.  Many companies run successful IoT operations based 

on their platforms.   But it’s not a walk in the park.  We are suggesting that you 

consider the hidden risks that might bite your podex and ruin a few years of your life 

if you choose to build yourself and consider buying Ayla’s IoT SaaS platform.

Assuming you understand your IoT requirements, what is your plan to get it 
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The Saga of an IoT Builder turned Buyer
Jim’s in Trouble and About to Crash

It was time to eat crow.  Jim’s engineering team committed to delivering a feature-rich IoT solution for 

their new line of infusion pumps in about 9 months using a Big Brand IoT IaaS platform.  It looked easy 

after watching the marketing videos, but after 18 months they couldn’t get the bugs out – devices would 

lock, and they couldn’t OTA (over the air) restart them, device data streaming was inconsistent, and the 

support dashboards were still on the drawing boards.  Now their sales VP was going nuclear on the head 

of software development because customers were cancelling orders and opting for a competitor.   

Of course, we have a Hollywood ending:

Jim Pulls out of the Nosedive with a Win

Faced with enormous cost overruns and an inability to commit to a launch date, Jim engaged with a consulting 

partner who recommended Ayla Network’s IoT-as-a-platform.  Jim decided to buy the Ayla IoT platform and was 

able launch his company’s IoT solution, including maintenance and support, in 6 months and it cost less than 

�nishing their IaaS solution.  In addition, Jim was able to reorient his IoT development sta� into core product 

development and despite an additional 6-month ship date they regained a competitive lead by o�ering several 

advanced IoT features such as location and voice that could be added OTA even after a device was in service.

Jim is not alone:

Why Buyers Become Builders

While there are many highly e�ective IaaS build solutions operating on cloud provider IoT platforms, we’ve had many 

customers tell us they would have bought an IoT-as-a-Service solution like Ayla if they understood the risks.   This lines-up 

with the industry at large: according to a Cisco Survey 60% of IoT companies substantially underestimate the complexities of 

building IoT services while 75% of IoT projects end-up in failure.  That’s why many have found more pro�t and far less pain 

when they completely abandon their build solution and adopt Ayla’s Platform.  Here’s some things our customers told us:

“That (IoT) platform we used to 
use took years to build and takes 
forever, at least 6 months, to 
bring a new feature to market.”

“That (IoT) platform we used 
to use took years to build 
and takes forever, at least 6 
months, to bring a new 
feature to market.”

“The IoT platform didn’t come with the device management 
features we needed, and we didn’t have the people or expertise 
to build, test and support them.  We’re a medical device OEM, 
not a damn helpdesk company.”

“We had a complete 
lack of diagnostic and 
customer support tools 
and learned we had to 
build them ourselves.”

“Our platform would not 
scale to the number of 
devices we needed to 
support, so we were looking 
at a major platform rebuild.”

...



What Is the Build vs. Buy IoT Platform Option?
IoT Platform De�nition 

An IoT Platform is a multi-layer technology built on a public cloud 

infrastructure that enables applications to communicate, control, and 

ingest data from devices and other sources.   IoT platforms typically 

include microservices such as provisioning, application enablement, 

access control, monitoring, integration, device management, data 

management, event processing, and edge management.  These platforms 

can be 100% created from the ground-up but are usually built using an IoT 

IaaS platform or bought from a provider of IoT SaaS platforms such as Ayla.

IoT IaaS Platform Build Option

Cloud Providers offer IoT Platform assembly kits that are more-or-less IoT IaaS services ‘building blocks (see AWS logo for a visual 

example).   It’s like buying unfinished furniture that you need to stain and varnish yourself, except it’s a wee bit more complex, costly 

and time consuming.  You need to design, select the blocks you require, develop to your requirements on top of each block, integrate 

the blocks, and then test, manage, and support the platform yourself.   Here’s an example of the services building blocks from some of 

the leading providers – although these may have changed by the time you read this (there are many more providers, but to keep from 

wasting electrons and trees we’ll keep it to three biggies):

AWS IoT Sitewise, AWS IoT Events, AWS IoT Things Graph, AWS FREERTOS, 
AWS IoT Greengrass Connectors, AWS IoT Core, AWS IoT Device Management, 
AWS Device Defender, AWS IoT analytics and AWS IoT 1-Click. 

IoT Central (SaaS), IoT Hub, IoT Hub Device Provisioning Service, IoT Edge, IoT Solution Accelerators, 
Azure Digital Twins, Time Series Insights, Azure Maps, Functions, Event Grid, Machine Learning, 
Machine Learning Services, Machine Learning Studio, Stream Analytics, Logic Apps, Notification 
Hub, and Azure Cosmos DB.

Cloud IoT Core, Cloud Functions, Cloud Pub/Sub, Google Big Query, 
Cloud Machine Learning, Cloud Data Flow, Google Data Studio, 
Cloud Data Lab, Cloud IoT Edge, Edge TPU, Google Maps, and Cloud Big Table.

IoT Platform Buy Option 

Ayla IoT-as-a-Service Platform provides virtually every service mentioned above, except its already integrated and runs on any major 

cloud platform, so zero development is required.  While you still need to customize dashboards and integrate its prebuilt clients into 

your devices, you get IoT infrastructure that works end-to-end (call it “almost plug-and-play), so you can bring a fully-functioning IoT 

product to market in months with high quality, stability, support, scalability and new feature velocity.  And depending on your 

requirements, it will cost a lot less than building your own.

Hidden Risks of Building IoT

Just what is your tolerance to risk?  It’s worth paying attention to, as IoT projects are notorious for delays and complications while 17% 

of IT development projects go so bad that they “threaten the very existence of the company” according to McKinsey.   In addition, they 

can be costly in terms of money spent as well as opportunity costs and brand tarnishing.

We are naturally biased toward our solution but admit that many times building on an IaaS platforms will be a better approach.  

Regardless, we hope the information provided below will help you with choosing your course of action.
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On the surface the price of an IaaS platform is attractive 
with many sexy features.  But nothing is cheap or free 
which is why you need to measure total costs and weigh 
risks that will affect the financial success of your IoT.

There are many ways to look at cost, but in the end, 
success will be measured by the gross revenue minus 
the gross costs that includes development.   Here is a 
Machnation calculator to compare build versus buy costs, 
but this still doesn’t tell you what overruns, bugs, delays, 
etc. will cost your company.

Odds are you’ll run over budget or deliver less than 
expected.  When development projects are foreign 
and complex, accurate cost are hard to predict. 

What resources, budget, time and potential revenue 
(sales) do you sacrifice by building on an IaaS platform? 
Does it make sense to put top developers on IoT when 
you can have them on projects with the highest revenue 
impact if you can buy an IoT solution?

Ayla will not always have the lowest price for an IoT 
platform.  While we have instances of being 800% 
cheaper than the IaaS build options, we have seen 
other cases where we are at parity or even cost more.  

Ayla provides fixed pricing for its products.  Because 
you won’t require inhouse developers or new staff 
you can leverage your current operational staff.  You’ll 
know exactly what your up-front and recurring costs 
will be, as well as costs to add features, and maintain 
your platform.

When you buy Ayla IoT, you will have precise IoT 
platform costs with no surprises.  Ayla costs to 
launch, maintain and support are highly predictable. 

With the Ayla buy option you will minimize your 
opportunity cost by requiring minimal company 
resources while bringing a full-featured IoT solution 
to market faster. 

Pricing

Total Cost

Cost 
Overrun

Opportunity 
Costs

How will you design, develop, test, QA, certify, secure, 
integrate, bug fix, launch, scale, repair, support and 
continue feature development  for millions of devices 
worldwide – including localization and regulatory 
compliance. 

As the numbers of devices and device types proliferate, 
you’ll be required to consistently support up to hundreds 
of new devices, modules and connected products in 
constantly changing IoT environments.

Odds are you’ll miss your deadline.  
IoT development projects often 
exceed their timelines.

Over the air support can be one of the most challenging 
aspects of IoT. To consistently onboard, locate, update, 
fix, restart, stream data, communicate, and monitor 
devices at scale are critical to IoT. 

Lots of things can go wrong when you discover the hard 
way that your platform has scale limits.  Scale means more 
than adding virtual services, it includes working with your 
application services, support, business processes, billing, 
and more.

The prebuilt Ayla IoT platform removes the risks and 
costs associated with inhouse development – 
especially maintenance – without surprises.  

The numbers and types of module hardware and 
firmware Ayla supports continues to expand so you 
can continue to grow the scale and diversity 
of devices with a single, consistent IoT platform.

Because our platform already works end-to-end, 97% 
of our customer IoT platforms launch on schedule, 
often within 6 months from project inception, with 
100% of features.  

Ayla allows you to consistently ingest data, monitor, 
control, upgrade, update, fix, etc. 
via OTA whether Wi-Fi or Cellular.  

The Ayla platform is proven to scale to millions 
of devices and we’ll help you plan your operation and 
applications to grow beyond your needs.
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What are developer needs?  This includes competency, 
time required, length of project, number of existing or 
new hires, skill match, experience, success, personality 
match, and fire in the belly.   Do you need to add staff, 
borrow, or leverage?  Do you have budget commitment 
or the leverage to obtain the resources you need for the 
duration of your IoT project?  

This person may be the key to your success, by 
coordinating and tracking all development and 
deliverables.  They should know how to keep 
development and quality on track and raise flags when 
they are not.  But will they have the expertise to know 
when there are problems, or your project is falling 
behind and how to act to mitigate and rectify?

Most Ayla customers bring full-operational IoT opera-
tions to market without having to add or repurpose 
staff.  We provide project management and engineering 
support directly or via our trained and certified integra-
tion partners. 

Ayla provides Dedicated Success Representatives, who 
are IoT experts who will work as a team member to plan, 
manage your project through to completion, and 
ensure you have the training you need to support your 
IoT moving forward. 
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Will customers want what you build, and will it work for 
them?  How much work will you put into the mobility 
modules and find out they have bugs or anger users?

Can you identify and develop new features and 
capabilities fast enough? How do you plan to support 
trends such as predictive maintenance, smart homes, 
hospitals, personalized security, machine-to-machine 
communications, data sharing (resale and purchase), 
and ML/AI analytics?

Will you have control your IoT technology roadmap, 
development, fix priority, etc.  Just because development 
is done inhouse it doesn’t mean the engineering 
operation will work to your requirements any better 
than an external partner.   

Will you be able to move the IoT platform you 
develop to a new provided and leverage your 
company’s existing cloud subscription, or will you 
be fixed to a single platform?

Is your IoT solution by itself a key or critical competitive 
differentiator do you have feature or operational require-
ments that are critical to you?  Do you have operational 
requirements that require custom development?

The Ayla IoT platform is designed and customized for 
the user experience, so they will be more likely to desire 
and use your IoT devices. 

Ayla watches the market and works with our 
customers to bring out features and capabilities 
to keep your solution at the leading edge of IoT 
technology.  This will become more relevant as new 
wireless standards emerge such as Wi-Fi 
(802.11ax-2019 HEW) and 5G cellular.

The development team at Ayla is highly focused on 
our customer satisfaction, which is why we work 
closely with customers to develop the features, 
capabilities and support the hardware and applica-
tions they require – or will require.

Ayla operates on every major cloud platform 
including AWS, Azure, GCP, and China Telecom
as part of its strong partner ecosystem.

After 8 years of development Ayla offers virtually every 
feature you’ll need with an extensive list under 
development.  We work with our customers and build 
to their needs, as well as futuristic market require-
ments such as 5G interoperations.  
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Development is often the easy part IoT.  Getting it 
launched, onboarding devices, and keeping them 
working is the real heavy-lifting in IoT.   You’ll have to 
maintain an ongoing development operation in addition 
to new feature development.  

Data has been called the “Oil of IoT”.  Reliable data 
collection and analysis is perhaps the biggest IoT value 
as it takes IoT from nice-to-must being incredibly 
valuable!  If your OTA is inconsistent so will the success 
of your solution.

This can often require a greater development effort than 
building the IoT platform including modifications, new 
and changing user requirements, fixing bugs, integration, 
and increasing performance.

Ayla continues to develop our software for our 
customers, which includes maintenance releases.   
We offer out-of-the-box help desk diagnostic and 
repair toolkits with easy-to-use dashboards to 
monitor, troubleshoot, and repair single devices 
and devices at scale.

Ayla places a premium on its ability to ingest data 
securely and reliably at scale to unlock its full value.  

Ayla includes maintenance for all licensed customers.
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Your IoT platform must provide security enforcement for 
access, client software, applications, and data at 
rest/in-motion/in-use while complying with country and 
industry regulations.  In addition, you need to monitor 
your systems for their security resilience and make 
changes to identify and mitigate risks and breaches.

You need to stream data or controls to inhouse systems 
or other cloud providers, such as Service Now! or SFDC.  

Is your solution already certified and in compliance with 
chipsets, geographies, countries, and cellular networks for 
lawful operation?

Devices will require IoT client firmware to communicate to 
the device and ensure consistent and secure communica-
tion and control to the IoT platform.  What is your process 
to build or modify the client and certify it for operation 
with the chip ODM as well as in-country operations?  How 
is the device identity tracked and recorded through 
manufacturing?  

Ayla includes proven end-end security including 
role-based access control, two factor authentication, 
SSAE16/ISAE 3402 Type II and ISO 27001 compliance 
for sanctioned security in virtually any country and 
industry.  In addition, Ayla undergoes several indepen-
dent third-party audits on a regular basis to provide 
an assurance of security.  

The Ayla IoT platform can be quickly and easily 
integrated with most relevant systems and services.

Ayla is certified to work in virtually every country, with 
every leading cloud platform, and cellular services 
provider – with client software tested and certified on 
virtually every mobile device chip or chipset.

The Ayla clients have been built and certified for 
operation with virtually every relevant chip or module 
for operation in virtually every country.  Ayla provides 
software to help track, record, and uniquely identify 
each device at scale, so you can support thousands to 
millions of devices.
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